
Information Security Management and Implementation 

Status in 2025 

KSTerminals Co., Ltd. is committed to continuously strengthening information security 

management to safeguard operational information assets, protect customers’ and 

employees’ personal data, and enhance the resilience of information and communication 

systems. 

The Company adheres to the core principles of Confidentiality, Integrity, and Availability 

(CIA) to mitigate operational risks and safeguard the rights and interests of the Company 

and its stakeholders. The implementation status of information security management is 

reported to the Board of Directors on an annual basis, with the most recent report 

presented on November 6, 2025. 

Disclosure of Implementation Results 

1. In October 2025, the initial penetration testing of the supply chain system was 

completed. The results indicated no critical, high-, or medium-risk vulnerabilities, 

demonstrating a satisfactory level of system security. One low-risk issue related to 

the absence of SSL encryption was identified; the required certificates have since 

been deployed, and the issue has been fully remediated. 

2. In October 2025, a phishing and social engineering simulation test for email 

security was conducted. The overall click-through rate was below 3%, indicating a 

high level of employee awareness and vigilance. 

3. Risks associated with malicious emails, cyberattacks, and computer viruses were 

effectively prevented through antivirus software and security detection 

mechanisms. 

4. During the year, the Company successfully completed disaster recovery drills for 

core systems, engaged third-party vendors to conduct information security 

vulnerability assessments, and implemented employee information security 

education and training programs. As a result, no major information security 

incidents affecting operations occurred during the year. 

5. The Company plans to implement an Endpoint Detection and Response (EDR) 

system in 2026 to further strengthen endpoint security protection. 

 


